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OsecT: An IDS for OT
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Introduction of OsecT Jocomo

OsecT visualizes risks in industrial control systems and detects cyber threats and vulnerabilities,
enabling early risk detection and preventing losses caused by factory shutdowns.

2 Main Functions

O Visualization
Visualization of hosts and networks

[0 Detection

Detection of cyber threats through
learning and analysis
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Structure of OsecT
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Feature®: Affordable as an IDS for OT Bosinas:

® Initial implementation cost is a fraction of that of competitor products (for the same number of
units).

® Price is suitable for implementation even in small-scale network configurations.

First Year: $8.800 (Initial: $1,660, Monthly: $595)

Second Year: $7,140

X Price per set, excluding tax

Included in the cost:
- Initial: Sensor hardware, LTE USB Dongle, SIM card
- Monthly: Web Portal usage, communication costs

Not included in the cost:
- Implementation support, security operations/support, etc
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Feature®: Easy Implementation o

® Simply connect the sensor device to the mirror port of a network switch

® Since OsecT sensor uploads the collected information using NTT's closed mobile network, no
network design or VPN device installation is required

OsecT 3-piece set

riien 340
1
e

LTE USB Dongle

SIM Card
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Simple application form
Apply —

P) Receive and unbox the OsecT 3-piece set

The 3-piece set (sensor, LTE USB dongle, and dedicated SIM
card) will be delivered to the specified address

B COHHECt and SEtup the 3-piece SEt Manual and customer support

services are available

a Configure the switch and connect the 3-piece set

(After confirming the equipment setup by NTT Com, the activation
work will be carried out. )

B Confirm the completed setup
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Feature®: No Security Management Required busines

® The web portal is centralized on SaaS

Communication from the sensor to SaaS uses our private network, so ASM (Attack
Surface Management, management of areas that could be targeted by external

attacks) is not required.

OsecT SaaS Environment

= O
: J‘vw«"\,\/’\,\jv\v
Customer Environment % B Web Portal
Factory (OT Environment .
g Y ( ) - Direct Private
§\ Connection T
. -
LTE Security
Monitoring

—

Network Switch OsecT
Sensor

© NTT Communications Corporation All Rights Reserved.



Feature@: SaaS-based Service gocomo

® The security monitoring status can be checked on the OsecT SaaS environment's web portal.
® Security personnel at remote locations can also monitor each factory.

OsecT SaaS Environment

™
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A Factory B Factory
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Introduction of OsecT Functions
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Visualization -Host-
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By visualizing hosts, network maps, and the configuration differences between two periods from multiple

perspectives, a comprehensive visual understanding of the OT network environment can be

ained,

allowing for host management and the identification of newly connected hosts. This helps enhance
security measures and improve response capabilities in case of an emergency.

Automatically generate an overview of host Visualize active hosts in a 16x16 matrix

information format

Color-coding by vendor, OS, and role enables
an at-a-glance analysis

Host Matrix

Host overview can be exported as a CSV file
and used as a register

Host Overview

10.1.0.*

Host e of 1| 2| 3| 4 s 6 7 8 9 10 1n 12.“ ! e

-------- 16 17 m.E_ 21- 25| 26 27, 28| 29 ey
e B 32 33 34| 35 36 37 38 39| 40| 41 42 43| 44 45 48 47 i
N 48 49 50| 51 523! 54/ 88| 58 57 58 59 60 &1 62 63 B
uuuuuuuuu = S ” =" 64 65088 67 68 69 70 71| 72| 73 74 75 76 77 78 79 -
80| 81 82 83 84 85 86 87 88 89 90 91 92| 93 94 95 ;:‘
o 96, 97| 98| 991100 101|102 103 104|105 106 107/ 108|109 110/ 111 R,

. 113. 115 116 117 118 119120 121 122 123 124 125 126 127 ;:'," e

e | | 128 129130 131 132 133 134 135 136 137 138 139 140 141 142 143 | mtigen
o - 144 145 146 147 148 149 150/ 151|152 153 154 155 158.!58 e B

160{161)162) 163, 164/ 165|166/ 167 168, 169, 170/ 171|172 173174 175, Qe v o o

176 177.178:179 180 181 182 183 184 185 186 187 188.190 ;M

192/ 193194/ 195 196197 198 G 200201 202 203|204 205|206 207

Ty | wnnnnns A 208 209|210/ 211 212 213 214/215/216/217 218 219 220 221|222 223

224 225.227 228 229.231.2& 234
240 241242243 244.246 2471248 249 250 252 253 254 255
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Visualization -Host - Network-

By visualizing hosts, network maps, and the configuration differences between two periods from multiple
perspectives, a comprehensive visual understanding of the OT network environment can be gained,
allowing for host management and the identification of newly connected hosts. This helps enhance
security measures and improve response capabilities in case of an emergency.

Visualize host communication relationships
in @ map format

Visualize configuration differences in hosts
and networks between two periods

Data being displayed can be exported as an Identify newly connected hosts

Image

Network Map Difference Analysis

Comparison Time Period Show label ON OFF Log Type IP Communication v diff ! Service Host Name 08 Subnet
g 1 Changes in host attnbutes Neighbor Advertisement (136/icmp) netbios-ns (1 37 /udp) netbios-dg mirrored
chg 1 . igmp,Neighbor Advertisement (136/icmp),netbios-ns (137 /udp),netbi mirrored
3 IP Version .Ser\ter chg 1 (e o g o Cha ngeS N pO rtS) ip.Neighbor Advertisement (136/icmp),netbios-ns (137/udp),netbi mirrored /
‘ " .Cliem 1 netbios-ns (137/udp),netbios-dgm (138/udp) limar (5355/udp) mirrored -
Vi
M 1 Client + Server@ del 100021  feBOSSIf3i526c:787d:4367  18:c2bl:2e2bB8 | BUFFALOING lamp,netbios-dgm (138/udp),dhcpvé-server (547/udp),ssdp (1 J /.
. gl 101022 f | CONTECCO,LTD. igmp netbios-ns (137 /udp),netbios-dgm (1 38/udp) dhepvé-server {
Service Type Bercadcast address/Multicast address@)
‘ del 10.1.0.23 feB0::B07e:5ac1:7700:b4ea  00:80:4cicd:81:4f CONTEC CO., LTD. igmp,netbios-ns (137 /udp),dhcpvé-server (547 /udp),imnr (5355/udy @
All v "**Unresponsive Server del  10.1.0.24  feBO:4124:e8f4:6(37:28e6  00:80:4cicd:81:93  CONTEC CO., LTD. igmp.netbios-ns (137/udp),netbios-dgm (138/udp),dhcpvé-server (5<
10.1.0.30 10:60:4b:ee:be:a8 Hewdett Packard Echa Reply (0/icmp) mirrored ’
Source (IP address, network address) chg 10.1.0.31 feB0:1:0:31 10:60:4b:ee:beb8 Hewlett Packard Neighbor Advertisement (136/icmp),netbios-dam (138/udp),dhcpvé-« mirrored
9‘ 12 10.1.032 feB0::1:0:32 00:20:04:06:02:65 YAMATAKE-HONEYWELL CO., LTD. igmp,Neighbor Advertisement (136/icmp),(15003/udp),bacnet (478C mirrored .
1 | All chg 10.1.0.33 9c:5c:8e:20:1c:fe ASUSTek COMPUTER INC. dhepv-server (547 /udp),imnr (5355/udp),->netbios-dgm (138/udp) mirrored
68.0.13
.192 {88.0.30 @/ 92168018 _ ) chg 10.1.0.51 fe80::1:0:51 00:20:04:05:cke2  YAMATAKE-HONEYWELL CO.,LTD.  Neighbor Advertisement {136/icmp),ndmp (10000/udp),(15003/u
Clear ‘ Exclusion Settings del 101053 ©0:18:77:11:e0;ce | FUITSU LIMITED igmp
‘ﬁ 16 5\;2%513 chg 10.1.0.55 feB0:1:0:55 00:20:04:06:0e:05  YAMATAKE-HONEYWELL CO., LTD. igmp,Neighbor Solicitation (135/icmp) Neighbor Advertisement (1 NeWIy Con neCted
92.168.95.11
‘92 168.0.255 .' L Destination (|P address, network address) 10.1.0.56 feB0:1:0:56 00:20:04:06:0e:08  YAMATAKE-HONEYWELL CO., LTD. igmp,Neighbor Solicitation (135/icmp), Neighbor Advertisement (1 host
4 chg 10.1.0.63 feB0::1:0:63 00:20:04:07:0e:1e YAMATAKE-HONEYWELL CO., LTD. igmp,Neighbor Advertisement (136/icmp),(15003/udp),bacnet (4
192.168.95.2 ‘92 168.96.
0.00 @/92168 @ 335/68.95.255 192 1804510 All 10.1.0.64  feBO:1:0:64 00:20:04:05:db:c5  YAMATAKE-HONEYWELL CO., LTD.  igmp,Neighber Advertisement (136/icmp),(15003/udp),bacnet (47 L
721615438 28 192468.90.5 add 101066  feBOnedc6iaf7ic210:c6eB  f:61:98:eSibSed  NEC Personal Products, Ltd igmp,netbios-ns (137 /udp),dhcpvé-server (547 /udp),imnr- 3 mirrored o
192.168.1.954 16.134.256 Select All Clear Exclusion Settings chg 10.1.0.71 fe80::1:0: 00:00:5¢:00:33:23  UNITEC CO,, LTD. Neighbor Advertisement (136/icmp) bacnet (47808/udp),>bacnet (4 mirrored \ @
55.255.255.255
i2ten 1150 i el 100 52 W SRS , , ~
192.168.1.167 BT X 2 253 255250 Apply 10.1.0. 10.1.0. ° ®
a Ry :
192 13 ool 184 2 SR s« ol 1] 2| 3| 4 s/ e 7/ 8 9| 10 1 12. 14 o 1 2| 3| 4 s/ e 7| 8 9| 10 1] 12 ONe I
92:168.1.114
o Inferriot_add 16 17 18120 21| 22 23 24 25 26 27| 28 29- 16| 17| 18 8 20 21‘.— 25| 26| 27| 28 Wly @ .
@52 68.100352 168.100.131 32 33 34| 35 36 37| 38 39| 40| 41) 42| 43| 44| 45 46 47 32 33 34 35 36| 37| 38 30 40| 41| 42| 43 44 Connected hOSt ®
.168.100. [:5%)
{3 168 101 2308-100.1 48‘ 49| 50/ 51 52| 53 54 55 56 57 58 59 60 61 62 63 48 49 50 51 52»2] 54| 55 56 57| 58| 59| 60 v o ")
64 65@ 67 68 69 70 71 72 73| 74 75 76 77 78 79 64 65 66 67 68 69 70 71 72 73 74‘ 75 76| 77 78 79
192.185at006100 255 80 81 82 83 84 65 86| 87 88| 89| 90 91/ 92| 93 94| 95 80 81 82 83 84 85| 86| 87 88| 89 90 91/ 92| 93 94/ 95 é
jori6a.100.10 96 97| 98 99100101 102 103/104/105 106|107 108|109, 10| 111 96/ 97, 98/ 991100 101 102|103/104 105 106/ 107|108/109| 110/ 111
. 113114, 115 116 117 118/ 119 120 121 122| 123|124 125|126 127 . 113- 115/ 116/ 117|118/ 119,120 121/ 122|123 124 125, 126|127 *®
1281129 130 131 2 130 140 2120420 4 alia0.14q 141|142 143
144 145 146 17| Compare the left and right sides to confirm host connections 158|159
160/ 161,162 163 and disappearances, as well as changes in attributes (0OS,  [i7s 174 175
176 177/178/179 vendor, r0|e) 190/ 191 ® ®

192 193/194 195
208 209 2101 211212213 214 215 216 217218 219 220 221 222 223

224 22;.227 228 229-231 .m\z& -.

240 241 ;242 243 244 .246 247248 249 250 2521253254 255

- I
208 209 210 211 212 213 214 215 216 217 218%219 220 221 222 223

204|205 . 227 228|229 - 231 - 233|234 .-..

240241 242 243 244 245 246|247 248 249250 252 253 254 255
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Visualization -Network-
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Trends such as host and service traffic volume and the number of connected hosts are visualized,
and high-impact hosts within the network are identified, helping to enhance security measures and

Improve response capabilities in case of an emergency.

Visualize network load (bandwidth usage) Visualize the number of connected hosts,
Detect bandwidth congestion caused by hosts with high traffic, and services
loops, etc. Gain insights into trends in the OT network
Traffic Ranking
| & 1P Version fost e
| reem | o
; L N e —
. e ——
“ 12 10.1.0.232 2- 5. 713
_; *_; _; _; ; g ; ; ; s o 4 : ; - : ; 4 : g 22 1._-;-:':- eeeeee
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Detection -Prevention-

By detecting newly connected hosts, unknown communications, and hosts using unsupported OS,
and sending alert notifications, we help customers take proactive measures for risk management

and prevention.

Automatically learn host addresses within
the network

Quickly detect rogue hosts without missing

any

Detection of New Hosts

Detection Alert »

M23/12/12 17:23:48

© NTT Communications Corporation All Rights Reserved.

L] L] L L]
1P Address
' 1594 TcM feSb: 3 1294 T SbA
P -
i 08
nternet_addressivl] A00c: 2% Te18:29
1 0:0c. 29-00 82 ad
1 :0c: Hobdd:be
152.168.1 < L Thdeddea
154,754 ki

addressivd] kO 2iod: Thell

Vonder

ViMware

VMware

Viware

VMware

VMware

VMware

Viware

VMware

Ine

Ine

Inc

Inc.

Ine

IR

Inc

Destination IP Addre:

Sarvice (part)

192.168.143.254:Echo_Reply 10/lomp). ms-wbt-server”

{3385 /1cp), hitp-ale® (BO&0

internet_addressivd):domaen®

nterret_addressiva):domain® |

254:51p™ (5060, top).

254 Destination_Unréac

b

jon_Unreachable (3/icmg)

5900, tcp)

Source WP Address : Sarvice [por

192 168, 143.25&

eachable (3/iomp

nreachabile {3/ic

nLemnet 60/tcp), rib” (S900/tcp)

Automatically detect hosts using
unsupported OS

Detect high-risk hosts early

overlooking

without

Detection of Vulnerable Hosts

Detection Alert o
o Vulnerable Hosts @ won @ P @ U L] aha L ]
vin Learning & Detection Process

Add to detection exclusion list @

Detostion Date and Time 1P Address. MAC Address
Example: Example: 0
Dane 2024/12/02 17:06:50 72.16 00:00:28:71:12:28

Dane 2024/12/02 17:06:50

00:06:28:2:25:9

Dane

T0:58:12:23:04:33

Dane 2024/12/02 16:11:41 0B:00:27:fb:de:ch

Dane 2024/12/02 16:11:41 192.168.1.37 08:00:27:fb:dazcB
Done 2024/12/02 16:11:41 192.168.1.37 08:00:27:fb:dezcB
Done 2024/12/02 16:11:41 92.168.1.37 0B:00:27:fb:de:cB

Dane 2024/12/02 16:11:41

0B:00:27:b8:40:08

Dane 2024/12/02 16:11:41 92.168.1.35 08:00:27:b8:d0:0a

Vandor

Vhware, Inc.

Whware, Inc.

Panasonic Corporation AVC

Networks Company

PCS Systemtechnik GmbH

PCS Systemtechnik GmbH

PCS Systemtechnik GmbH

PCS Systemtechnik GmbH

PCS Systemtechnlk GmbH

PCS Systemtechnik GmbH

Destination IP Adress : Service (part) Source IP Address : Service (part)

ple: hittps* (443/udp Example: hitps®

172.16.236.255:netbios-ns* (137/udp), netbios-dgm* (138/udp)
192.168.45.1:syslog* (51

fadp)

192.168.45.11:Echo_Reply (0/icmp), domain® (53/udp), kerberos*

(88/tep). ntp* (123/udp), epmap* (135/tcp), Idap® (389/tep)
(49676/tcp)
182.168.45.17:Echo_Reply (0/icmp), epmap® (135/tcp), netbias
9676/tcp), (49693/tcp)

microsoft-ds* (445/tcp), (43671/tep),

192.168.100.131: (8484/tcp)
ns* (137/udy

192.168.45.20:Echo_Reply (0/icmp), epmap* (135/tcp)
ns* (137/udp), (49172/tep)

192.168.100.131:http* (80/tcp)
224.0.0.251:mdns" udp)
224.0.0.252:lImne* (5355/udp)

192.168.45.1:netbios-dgm* (138/udp), syslog® (514/udp)
192.168.45.2:bootps* (67/udp)
192.168.45.11:domain® (53/udp), kesberos® (88/1cp), epmap®

(135/tcp), netbios-ns* (137/udp), netbios-dgm® (138/udp),

natbios-ssn® (139/tcp), Idap® (389/tcp), Idap* (38%/udp).
microsoft-ds* (445/tcp), (49667 /tcp)

192.168.45.255:netbios-ns* (137/udp), netbios-dgm* (138/udp) microsoft-ds* (445/tcp)
192.168.100.131:http* (80/tcp), metbios-ns*

224.0.0.252:limne* (5355/udp)
239.255.255.250:55dp* (1300/udp)
255.255.255.255:boatps* (67/udp)

192.168.100.254:http-alt” (8080/tcp)
192.168.100.

:nethios-dgm* (136/udp)

192.168.1.255:netbios-dgm* (138/udp)

192.168.1.255:netbios-dgm*

138/udp)

192.168.1 255:netbios-dgm® (138/udp)

192.168.1255:netbios-dgm* (138/udp!

192.168.1.255:netbi

gm* (138/udp

192.168.1.255:netbios-dgm*

138/udp)

192.168.45.1:Destination_Unreachable (3/icmp), netbios-ns*

(137/udp), netbios-ssn® (139/tcp), microsoft-ds'

192.168.45.1 7:netbios-ns* (137/udp), ne

/udp) 192.168.100.131:Destination_Unreachable (.

Host Name

Ex

VAGRANT-2008R2

WINT-CLIENT-01

CF-510X02

SNG-WINNT4

SNG-WINNT4

SNG-WINNT4

SNG-WINNT4

SNG-WIN2K

SNG-WINZK

o0s

Windows Server 2008R2

Windows 7

Windows 7

WindowsNT 4.0

WindowsNT 4.0

WindowsNT 4.0

WindowsNT 4.0

Windows 2000

Windows 2000
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Detection -Early Identification of Anomalies- business

In the event of anomalies like malware infections, detecting their behavior (such as unexpected
communications or changes in traffic volume) and sending alert notifications can help customers
take prompt action and minimize the impact.

Automatically learn communication data
within the network
Quickly detect unknown communications

Learn the traffic volume for each host pair
during regular operations

Automatically calculate thresholds for
different time periods

without missing any

Detection of Unusual IP Traffic

Detection Alert o

T L o i ] o ffic @ o i ] i ] i ]
ion Date and *+ Source IP Address@ Source Port@ Destination IP Addres-- Destination Port ® = Protocol
#1: 1970/01/01 09:00:( #1:192.0.2.1 v $:192.0.2.1
IP Address
0} 2025/02/13 16:58:43 100.121.126.96 25421 10.64.15.51 1812 udp
O 2025/02/13 16:54:16 100.121.126.96 25421 10.64.15.51 1812 udp | packet
O 2025/02/13 16:49:42 100.121.126.96 25421 10.64.15.51 1812 udp : :}
O 2025/02/13 16:45:16 100.121.126.96 25421 10.64.15.51 1812 udp
O 2025/02/13 16:40:42 100.121.126.96 25421 10.64.15.51 1812 udp
[
O 2025/02/13 16:36:16 100.121.126.96 25421 10.64.15.51 1812 udp 1 n " T n n
) 2025/02/13 16:31:42 100.121.126.96 25421 10.64.15.51 1812 udp ) 1 | I |L1
| 1 |
O 2025/02/13 16:27:16 100.121.126.96 25421 10.64.15.51 1812 udp | I8 .,I l| | |
' | !
)
- | ol i."- al AU\ al a o |
O 2025/02/13 16:22:43 100.121.126.96 25421 10.64.15.51 1812 udp { \ [\ L__,___ \ p | =
K T\ Bt D o | s K s = K
O 2025/02/13 16:18:17 100.121.126.96 25421 10.64.15.51 1812 udp

© NTT Communications Corporation All Rights Reserved. 13
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Detection -Early Identification of Anomalies-

By detecting and sending alerts for communications that match known high-risk patterns, we can
help customers take prompt action and minimize the impact.

Detect OT commands that affect the system
Commands and hosts targeted for detection
can be customized

Detect commmunications that match known

attack patterns

Detection of OT Behavior Detection of Sighature

Detection Alert o
, - it @ T omi@ | Ot | OToves Tt @ S @

In Learning & Detection Process

Delete all alerts | 1, CSV

Detection Date and Time Source IP Address Source Port Destination IP Address Destination Port Protacol o Protocal Function D e‘t e Cti on Al e I’t o
Example: 1870/01/01 09:00:00 Example: 192.168.2.0/24 ~ | Example: 192.168.2.0/24 v ~ v v
2024/12/02 19:50:33 172.16.134.128 61450 72.16.134.255 61450 udp cclink_ie_field_basic eyclicDataReq cyclic 1t (90 wow Hoots @ Vulnerable Hosts P Communication P Traffic @ P Statistics @ OT Behavior (IP) @@ OT Behaviar (Ethernet) OT Commurnication i Suricata
Dane 2024/12/02 17:15:56 192.168.3. 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-slaveCanfig
[ Add to detection exclusion list @ | Delete all alerts
Dane 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_je_tsn simp-netwarkConfigTsit . /
Dane 2024/12/02 17:15:56 192.168.3.1 45238 192.166.3.253 45238 udp celink_ie_tsn simp-netwarkConfigMain Detection Date and Time Source IP Address Source Port Destination IP Address Destination Protocol Suricata Threat Category Severity
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_je_tsn simp-cyclicCanfigRevSreinfo " o W W W W
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-cyclicConfigRevSubPayload
ET SCAN MS Terminal Server Traffic on
Dane 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp celink_ie_tsn simp-cyclicCanfigTmSubPayload 2023/12/12 08:54:46 aaaaaaa 20572 1592.168.145 254 3354 [ Attempted Information Leak 2
Non-standard Port
Done 2024/12/02 17:15:56 192.168.3.1 45238 92.168.3.253 45238 udp cclink_ie_tsn simp-cyclicConfigain
Dane 2024/12/02 17:15:56 192.168.3.1 45238 92.168.3.253 45238 udp colink_le_tsn simp-notification . B _ ET SCAN MS Terminal Server Traffic on .
= 2023/12/12 08:54:46 daaiaiaiaaa 20656 192.168.146.254 5647 ] Attempted Information Leak z
Done 2024/12/02 17:15:56 192.168.3.253 45238 92.168.3.255 145238 wdp colink_Je_tsn simp-notification Mon-standard Port
Showing 1 13 10of 10 rows X X
a ET SCAN MS Terminal Server Traffic an
O 2023/12/12 0B:54:46 a:amaa 19670 192.168.138.254 3039 & Attempted Information Leak 2

© NTT Communications Corporation All Rights Reserved.

Showing 110 3 of 3 rows

Mon-standard Port
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Register Integration -Streamlined Host Management & Alert Response- business

By importing register data from existing host management software, it can be integrated with
various OsecT functions, helping streamline operations such as host management and detection of

suspicious hosts.

Integrate host register information with Host
Overview/Network Map

Display additional information such as host
installation locations and dates

‘ Integrate with Host Overview/Network Map

#e IPv4 Addresses IPv6 A--- MAC Address Vendor 0S First Seen Last Seen Register
2025-02-12 2025-02-12
1 10.0.0.100 b8:31:b5:36:86:95 Microso ft Corporation Registered
21:28:05 21:59:57
v IP Version |
2 192.168.0.100 b | “ T
Service Type .H‘nsduas' nddress/Multicast addressi)
| m, o
Source (IP address, network address)
Showing 1 to 2 of 2 rows Al
Destination (IP address, network addre:
Exclusion Sett
Server

© NTT Communications Corporation All Rights Reserved.

Integrate register data with New Host

Detection function

Display register presence on the Alert UI

Set conditions for email notifications based on

host registration status in the register
‘ Integrate with New Host Detection

Detection Alert o

Al osts @ @ @ 1P Tffic @ P Statistics [ ©@  OT Behavior (Ethernet) o 0
InL g &D P
Regi learned list @ 4, CSV
[J  Registration Details ~ ~ Detection Date and Time ~ IPAddress =~ MACAddress =~ Vendor =~ Destination IP Address : Ser-- Source IP Address : Service (-
v Example: 1970/01/01 Example: 192.0.2. Example: 00:00:5e v Example: https* (443/udp) Example: https* (443/udp)
Notification Settin; g
O Unregistered 2024/12/02 09:05:06 172.16.134.128 00:0¢:29:5f:70:ce

New Hosts Notify only new hosts not in the register

IP Communication
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Assessment gocomo

With just a single button, a visualization report of assets and risks connected to the network can be
generated. The focused report helps prioritize actions for strengthening and enhancing security
measures and improving response capabilities in case of an emergency.

Generate reports with just a single click Output in an editable PowerPoint format

List hosts and those with unsupported 0OS Visualize traffic volume, plaintext
versions communication, RDP communication, etc.

A t o Assessment Report File
assessment_report.pptx
Assessment Report o 2. List of detected hosts diee
Report Download A total of 255 hosts were detected on the network
The report dis ' v ocomo
sttached Exce 9, List of hosts using VNC and RDP | dese
mulate data before downloading the report If there |S any
security risks . o
It is recomme 3 hosts using VNC and RDP were detected. Hosts utilizing
B necessity. If tt VNC or RDP may accept remote connections from external

them through sources. 5
Hosts usi 9+ LISt of hosts using VNC and RDP (1/ 1) business

If any host thi =

reasons may « (Remote [t or ng Connected Service ot Name i

« The commL connectit  oexz021 ssiea:71i3g:7d:7g UTeIEE(BGe e (St t

pOInt The serv 710.52.200‘64 mrad (8 wbt

+ No commur server' re 1) pres)

« Qther reasc RDP! pleE 1o.82 2008 s6ieai71iag7di7 UNTeOIOTAAG eplmr:f:znirzzzftg:;;gf’::ib‘:s—
using the
is conduc

Assessment

Settings

System Settings
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docomo
business

Service Detalls
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docomo
business

Equipment provided (OsecT 3-piece set)
[ sensor  JENWILCSEWNNItem Specificaton

Size Height:188.1mm, Width:70.2mm, Depth:178.65mm
Min. weight  1.71kg
CPU Intel Xeon W-1250
0S Ubuntu Server 20.04 LTS
SSD M.2 256GB PCle NVMe Class 35 SSD
Memory _SGB 1X8GB DDR4 2666MHz or 2933MHz (2933MHz requires Intel Core
|7 or above) SoDIMM ECC Memory
Dell - NIC Built-in: Intel Ethernet Connection I1219-LM 10/100/1000

Additional: Intel Ethernet Server Adapter 1210-T1
Power 7.4mm, 240W AC adapter

Number : 1 SIM Card Number : 1

Precision3240 Compact CTO BASE

© NTT Communications Corporation All Rights Reserved. 18



Service Menu

docomo
business

he following functions are available for use.

Menu category Explanation

Visualization of
Hosts/Network

Basic Service

Threat/Vulnerability
Detection

System Settings

Maintenance

© NTT Communications Corporation All Rights Reserved.

Based on traffic obtained from the mirror port of network devices, the communication
status is visualized from various perspectives using the Web UI.

« Host

« Network Map
« Traffic

« Ranking

« OT Protocol
« Registration

Learning is performed based on traffic obtained from the mirror port of network
devices to detect threats and vulnerabilities. Detection alerts are sent by email, and
the information of targeted hosts can be checked from each alert.

« Detection Alert

« Learning & Detection Settings

System settings can be made, including internet address visualization, data deletion
settings, sensor and user management, and service name management for the
visualization Uls.

« Change Settings

« System Log

« Sensor Management

« User Management

« Service Name Management

OsecT Sensor Maintenance
Software Maintenance (OsecT Core, OsecT Sensor)
Signature Updates (Once a day)
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Function® Host/Network Visualization (1/3) business

Function Categories Explanation

1. Hosts 1-1.

1-2.
1-3.
1-4.
1-5.

1-6.

2. Network 2-1.
2-2.

© NTT Communications Corporation All Rights Reserved.

Overview

Overview (IP)
Details
Vendor Matrix

OS Matrix

Role Matrix

Hosts

Services

All hosts in the network (information: IP address, MAC address, etc.) can be seen.

The list of host information can be downloaded in CSV file format.

By cross-referencing this list with the customer's management register, unintentionally
connected hosts can be identified."

Hosts (IP addresses) can be searched by log type (IP communication, nhame resolution,
etc.) and host type (client, server, etc.).

Detailed information for each host can be seen.

The MAC vendors of hosts are color-coded and displayed in a 16x16 format to provide a
view of the entire network.

The OS of hosts are color-coded and displayed in a 16x16 format to provide a view of
the entire network.

The OS is estimated from the packets sent by the host. The estimation accuracy can
also be verified.

The roles (e.g. client, server) of hosts are color-coded and displayed in a 16x16 format
to provide a view of the entire network.
The role is estimated from the status of the connection.

All hosts can be seen in a network map of their connections.
It is possible to check if unintended hosts are communicating with each other.

The communication status of each service in the network can be checked on the
network map.
It is possible to check if any communication is occurring due to unintended services.
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Function® Host/Network Visualization (2/3)

docomo
business

Function Categories Explanation

3. Traffic 3-1.Traffic

4.Ranking 4-1.Traffic Volume of Host

4-2 .Number of Connected
Hosts

4-3.Importance of Hosts
4-4 . Traffic Volume of Service

4-5.Number of Hosts by
Service

4-6.Number of Hosts by
Vendor

5.0T Protocol 5-1.0verview (IP)

5-2.0verview (Ethernet)

© NTT Communications Corporation All Rights Reserved.

Traffic information is displayed in a time series graph.
It is possible to check if a host is infected and generating abnormal traffic.

The ranking of hosts is displayed in order of traffic volume.
The ranking order can be used to assess whether the traffic volume of a
host is reasonable.

The ranking of hosts is displayed in descending order of the number of
connections.

The ranking order can be used to assess whether the number of
connections of a host is reasonable.

The ranking of hosts is displayed in order of importance.
The ranking of services is displayed in order of traffic volume.

Service information is displayed in a ranking order based on the number of
connected hosts.

The ranking of MAC vendors is displayed in descending order of number of
connections. The IP addresses for each MAC vendor can also be checked.

Information (source IP address, destination IP address, protocol name, etc.)
of IP-based OT protocol in the control system network is analyzed and
visualized.

Information (source MAC address, destination MAC address, protocol name,
etc.) of non IP-based OT protocol in the control system network is analyzed
and visualized.



Function® Host/Network Visualization (3/3) business

Function Categories Explanation

6.Registration 6-1.0verview « Information from the customer’s host register (IP address, MAC address,
host name, installation location, etc.) can be imported. The only supported
file format for import is CSV, and the format, including the items and order,
cannot be changed from the default settings.
« Information of the imported host register is displayed in a list format.

6-2.Details « Information for all fields in the imported register is displayed for each host.

6-3.Register Integration < Information from the imported host register can be linked, displayed, and

configured with existing visualization and detection functions.

« Host Overview: Display whether each host has a register or not.

« Host Details: Display host information, communication details, and
register information.

« Network Map: When hovering over nodes on the map, register
information will be displayed along with host information.

« Detection Alerts: Display whether the register is present in new host
detection alerts.

« Learning & Detection Settings: Email notifications for new hosts not
found in the register can be set.

© NTT Communications Corporation All Rights Reserved. 22



Function@ Threat/Vulnerability Detection (1/2) O&iis

1.Detection Alert 1-1.New Hosts
1-2.Vulnerable Hosts
1-3.IP Communication

1-4.1IP Traffic

1-5.IP Statistics

1-6.0T Behavior (IP)

1-7.0T Behavior
(Ethernet)

1-8.Signature

© NTT Communications Corporation All Rights Reserved.

Detect newly connected hosts (IP addresses) and outputs alerts.
Detect hosts using unsupported operating systems and outputs alerts.

The combination of Layer 3/4 information is learned as a normal communication, and any
communication outside the learning period is detected, outputting an alert during the detection
period.

Some OT protocols have a fixed source port number and a variable destination port number. To
identify such services, the destination port number can be learned in a range (e.g., 49203-
65477) and the source port number can be set as a fixed value.

Based on the traffic volume for each host pair, threshold values are automatically set and
calculated for every day of the week. Detection and alert output occur when these threshold
values are exceeded.

Summary statistics are calculated for each host every 5 minutes from communication logs.
Based on these summary statistics, normal communication is learned for each host through
confidence interval analysis and principal component analysis. In detection, the same summary
statistics are used and compared with the model created during learning to perform anomaly
detection and alert output.

OT protocol information (source IP address, destination IP address, OT protocol name,
function) is registered in the detection exclusion list as normal communication. During the
detection period, communication outside the exclusion list is detected and alerts are generated.

OT protocol information (source MAC address, destination MAC address, OT protocol name,
function) is registered in the detection exclusion list as normal communication. During the
detection period, communication outside the exclusion list is detected and alerts are generated.

Detect and output alerts for communications matching known signatures such as CVE.



Function@ Threat/Vulnerability Detection (2/2) O&is

2. Learning & 2-1.New Hosts .
Detection Settings

2-2.Vulnerable Hosts y

2-3.IP Communication ¥

2-4.1P Traffic y

2-5.1P Statistics .

2-6.0T Behavior (IP)

2-7.0T Behavior y
(Ethernet)
2-8. Signature y

2-9. Learning & Detection
Status

© NTT Communications Corporation All Rights Reserved.

The list of learned host information (IP addresses, MAC addresses) can be viewed,
allowing for the registration of new hosts and the removal of unnecessary information.

To avoid unnecessary alerts., host information can be registered in the detection
exclusion list.

The list of learned IP communication information (source/destination IP addresses,
source/destination port numbers, protocols) can be viewed, allowing for the
registration of new communication information, removal of unnecessary data, and
modification of the learned list.

The list of traffic for each learned host pair can be viewed. Additionally, the selection
of host pairs for detection and the deletion of learned information are possible.

The learning status (confidence intervals, principal components) for each host can be
checked. Detection mode (no/week/strong) can also be configured for each host.

OT protocol communication information (source IP address, destination IP address,
OT protocol, function) set in the detection exclusion list can be viewed. New OT
protocol communication information can be added, and target functions to be
detected can be configured.

OT protocol communication information registered (source MAC address, destination
MAC address, OT protocol name, and function) set in the detection exclusion list can
be viewed. New OT protocol communication information can be added, and target
functions to be detected can be configured.

To avoid unnecessary alerts, a combination of source IP address and signature can be
registered in the detection exclusion list.

The learning and detection modes, status, and setting data for each detection
function can be viewed in a list.



Function® Assessment docomo

Function Categories Explanation

1. Assessment 1-1. Assessment « This feature generates an assessment report. Based on OsecT's
visualization and detection information, a report evaluating the status of

the OT network and providing improvement suggestions is generated and
exported in PowerPoint format.

© NTT Communications Corporation All Rights Reserved. 25
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