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OsecT: An IDS for OT

Updated on Apr 7th, 2026

This document describes the specifications for services within Japan,
and specifications for services outside Japan may differ.
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Ja pan'made OT-IDS FOSECTJ ® décomo Business

OsecT is an OT-focused Intrusion Detection System (IDS) developed by NTT Docomo Business, based on advanced
technologies from NTT Laboratories. These include traffic flow analysis techniques cultivated through DDoS
countermeasures in large-scale ISP/Tierl networks, as well as risk visualization technologies used to support the
communications infrastructure for the Tokyo 2020 Olympic and Paralympic Games.

OT Network Visualization

Connected hosts and communications, analyzed from various
perspectives, can be viewed through the OsecT SaaS portal.

Total Number of Host
(Compared with yesterday

Early Detection of Cyber Threats

-
Cyber threats such as suspicious hosts and unknown

communications can be detected at an early stage with ) e s
automated alert notifications. |
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Structure of OsecT

Saas version

©) décomo Business

On-premises version

OsecT Basic

« Security monitoring data is uploaded from
the OsecT sensor to the cloud via LTE
(private network).

« Security monitoring is performed by
accessing the web portal interface.
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OsecT Edge

* Provided as an on-premises solution that
completes security monitoring within the
customer’s environment, similar to
conventional IDS products.

« Suitable for systems where cloud services
cannot be used, or when security
monitoring needs to be fully contained
within the internal network.

Customer Environment

OT system
| | — Mirroring ‘
rT o E s o
Switch OsecT )
— Sensor / Manger SeCUFIty
—

Monitoring

OsecT SRA

« The OsecT on-premises version is equipped
with a Secure Remote Access (SRA) feature.
In addition to “visualization” and
“detection,” it provides “secure remote
access” in a one-stop solution on the same
hardware.

« In addition to monitoring OsecT through the

SRA function, it can also be used for remote
maintenance of OT systems.

Customer Environment

OT system

Monitoring
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OsecT

Positioning in the OT IDS Market D cocomoBusiness
Price (high)
A
Foreign-made OT IDS
Solutions
UTM
(Industrial Control Protocol
Function Extension)
Price (low) ¥
<€ >
IDS for OT Systems IDS for IT Systems
« Passive monitoring, incorporating limited active scanning « Core feature: signature detection
functions
« Core features: network visualization and anomaly detection
« Supplementary signature-based detection also provided *UTM : Unified Threat Management
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Introduction of OsecT Functions
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Visualization -Host

©) décomo Business

By visualizing hosts, network maps, and the configuration differences between two periods from multiple perspectives, a comprehensive
visual understanding of the OT network environment can be gained, allowing for host management and the identification of newly
connected hosts. This helps enhance security measures and improve response capabilities in case of an emergency.

Automatically generate an overview of host
information

Host overview can be exported as a CSV file

Visualize active hosts in a 16x16 matrix
format

Color-coding by vendor, OS, and role enables
an at-a-glance analysis

and used as a register

Host Overview

Host Matrix

IPv4 Addresses IPv6 Addresses MAC Address Vendor Host Name Host Type-- 08 Same -
1 10.90.4.134 00:0¢:29:62:f4:31 VMware, Inc. PC
12 10.90.4.135 00:0c:29:62:f4:31 VMware, Inc. PC
13 10.90.4.136 00:0¢:29:62:f4:31 VMware, Inc. PC
14 10.90.4.137 00:0¢:29:62:f4:31 VMware, Inc PC
15 10.90.4.138 00:0¢:29:62:f4:31 VMware, Inc. PC
16 10.90.4.139 00:0c:29:62:4:31 VMware, Inc PC
17 10.90.4.140 00:0c:29:62:f4:31 VMware, Inc. PC
18 10.90.4.141 00:0c:29:62:4:31 VMware, Inc. PC
19 10.90.4.142 00:0c:29:62:f4:31 VMware, Inc PC
20 10.90.4.143 00:0¢:29:62:f4:31 VMware, Inc. PC

First Seen

2024-12-02
17:08:41

2024-12-02
17:08:41

2024-12-02
17:08:41

2024-12-02
17:08:41

2024-12-02
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2024-12-02
17:08:41

2024-12-02
17:08:41
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2024-12-02
17:08:41

Last Seen

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22

2024-12-02
17:18:22
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Visualization -Host - Network-

By visualizing hosts, network maps, and the configuration differences between two periods from multiple perspectives, a comprehensive
visual understanding of the OT network environment can be gained, allowing for host management and the identification of newly
connected hosts. This helps enhance security measures and improve response capabilities in case of an emergency.

Visualize host communication relationships
In a map format

Data being displayed can be exported as an

©) décomo Business

Visualize configuration differences in hosts

and networks between two periods

Identify newly connected hosts

Image

Network Map

Comparison Time Period Show label | ON OFF Log Type IP Communication

e 12
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g,
oG,
‘9?.168 95.11

‘92 168.95.1

IP Version .Server

Vi - .Chenl

***Client + Server@@

Service Type .Brosdcasl address/Multicast address@)

***Unresponsive Server

All v

Source (IP address, network address)

All

m Exclusion Settings

Destination (IP address, network address)

All

Apply

Difference Analysis

diff

= | Changes in host attributes
« 1| (e.g., changes in ports)

1

LTD.
LTD.
LTD.

LTD.

Service Host Name 0s Subnet
Neighbor Advertisement (136/icmp),netbios-ns (137/udp),netbios-dg mirrored
igmp,Neighbor Advertisement (136/icmp),netbios-ns (137 /udp),netbi mirrored

p.Neighbor Advertisement (136/icmp),netbios-ns (137 /udp),netbi mirrored
netbios-ns (137 /udp),netbios-dgm (138/udp),Imnr (5355/udp) mirrored

lgmp,netbios-dgm (138/udp),dhcpvé-server (547 /udp),ssdp (19004
igmp,netbios-ns (137 /udp),netbios-dgm (138/udp) dhcpvé-server (

({ ¢ (5355/udy
igmp.netbios-ns (137 /udp),netbios-dgm (138/udp),dhcpvé-server (5¢
Echo Reply (O/icmp) mirrored
Neighbor Advertisement (136/icmp),netbios-dgm (138/udp),dhcpv6-¢ mirrored
igmp,Neighbor Advertisement (136/icmp),(15003/udp),bacnet (478C mirrored
dhcpvé-server (547/udp),imnr (535 5/udp),->netbics-dgm (138/udp) mirrored

Neighbor Advertisement (136/icmp),ndmp (10000/udp),(15003/u

lgmp
igmp,Neighber Solicitation (135/icmp),Neighbor Advertisement (13}

Newly connected
host

igmp,Neighbor Solicitation (135/icmp),Neighbor Advertisement (13]

igmp,Neighbor Advertisement (136/icmp),(15003 /udp),bacnet (4

igmp,Neighbor Advertisement (138/icmp), (15003 /udp),bacnet (47)

del 10.1.0.21 BUFFALO.INC
del 10.1.0.22 f [ 7f  CONTECCO., LTD.
del 10.1.0.23  feB0:807e:5ac1:7700:b4ea  00:80:4cicd:81:4f  CONTEC CO., LTD.
del | 10.1.024  feB0:41 CONTEC CO,, LTD.
10.1.0.30 10:60:4b:ee:be:a8 Hewlett Packard
chg 10.1.0.31 fe80::1:0:31 10:60:4b:ee:be:b8 Hewlett Packard
10.1.0.32 fe80::1:0:32 00:20:04:06:02:65 YAMATAKE-HONEYWELL CO.,
chg 10.1.0.33 9c:Sc:8e:20:1c:fe ASUSTek COMPUTER INC.
chg 101051 fe80:1:0:50 00:20:04:05:che2  YAMATAKE-HONEYWELL CO.,
del  10.1.053 20:18:77:11:e0:ce | FUITSULIMITED
chg 10.1.0.55 fe80::1:0:55 00:20:04:06:0e:05  YAMATAKE-HONEYWELL CO.,
10.1.0.56 fe80::1:0:56 00:20:04:06:0e:08  YAMATAKE-HONEYWELL CO.,
chg 10.1.0.63 fe80::1:0:63 00:20:04:07:0e:1e YAMATAKE-HONEYWELL CO.,
10.1.0.64 fe80::1:0:64 00:20:04:05:db:c5 YAMATAKE-HONEYWELL CO.,
add  10.1.066  feBOuedc6iaf7ic210cbe8  fib NEC Ltd
chg 10.1.0.71 fe80::1:0:71 00:€0:5d:00:33:23 UNITEC CO., LTD.
10.1.0.*

0123455739101112-14

16| 17 13.. 21) 22| 23 24| 25 26| 27 28 29.
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160, 161/162, 163
176177178179
192193 /194|195

Compare the left and right sides to confirm host connections
and disappearances, as well as changes in attributes (OS,
vendor, role)

bios-ns (137 /udp),d (547 fudp),limnr, mirrored

Neighbor Advertisement (136/icmp),bacnet (47808/udp),->bacnet (4 mirrored
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VisualizatiOn -NetWOI‘k- ® décomo Business

Trends such as host and service traffic volume and the number of connected hosts are visualized, and high-impact hosts within the
network are identified, helping to enhance security measures and improve response capabilities in case of an emergency.

« Visualize network load (bandwidth usage) « Visualize the number of connected hosts,

 Detect bandwidth congestion caused by hosts with high traffic, and services
loops, etc. « Galn insights into trends in the OT network

Traffic Ranking

Far st SLLaE
| _ -3 IP Version i felie: 1:0:13
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Source IP Address 3 fedl:1:0:55 1,183,946
Al v 5000+ 4 feB0=1:0:56 1,118,672
6000.0
o 5 fofidr: 1:0:81 1,092,919
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E f02:ach:0 B35 169
Al
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. _
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~ a 11 10.1.3.11 281,250
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Detection -Prevention- ® ddcomo Business

By detecting newly connected hosts, unknown communications, and hosts using unsupported OS, and sending alert
notifications, we help customers take proactive measures for risk management and prevention.

Automatically learn host addresses within
the network
Quickly detect rogue hosts without missing

Automatically detect hosts using
unsupported OS

Detect high-risk hosts early without
overlooking

any

Detection of Vulnerable Hosts

Detection Alert o

o [ wmimg | Pommming Fig Fousg e @  Ofi bt § e @
Detection Alert o in Learning & Detection Pracess
Add de n exclusion |

Detection Date and Time 1P Address MAC Address Vendor Destinatian IP Address : Service (port) Source IP Address : Service (port) Hast Name 0s

01 09:00:00 Example: 19:

Example: 1970, Example: 00:00:5¢:00:5 ~ Example: ht

3/udp) Example: hitps®

gister to learned list @ Delete all alerts 172.16.236.25 netbios-ns* 137/ud), netbios-dgm* (138/ude)

192.168.45.1:syslog” (514/udp)
192.168.45.11:Echo_Reply (0/iemp), domain® (53/udp), kerberos®
(88/tep), nip* (123/udp), epmap® (135/tcp), Idap* (389/tcp)
microsoft-ds™ (445/tcp), (49671/1cp), (49676/1¢p)
192.168.45.17:Echo_Reply (0/icmp), epmap® (135/tcp), netbios-

00:0c:29:71:12:2¢ VMware, Inc. 192.168.100.131: (8484/tcp) VAGRANT-2008R2 Windows Server 2008R2
ns” (137/udp), (49676/tcp), (49693/tcp)

udp) Example: AKB-OB-PC

ection Date and Time P Addres: MAC Addrer Vonder Dastination IP Address : Sorvice (port) Seuree W Addresz

Dane 2024/12/02 17:06:50 1i

192.168.45.20:Echo_Reply (0/icmp), epmap* (135/tcp), netbios-
ns* (137/udn), (49172/tcp)

192.168.100.13L:http* (80/tep)

224.00.251:mdns* (5353/udp)

224.00.252:Imnr* (5355/udp)

Vhws

0008 Viware

192.168.143.254:Echo_Reply [0/lompj, ms-whbt-server* 192.168.45.1inetbios-dgm™ (138/udp), syslog* (514/udp)
W00 29 Te- 18:29 VMware, Inc 192 168, 143,754
(3388 frcp), http-alt® (BOSH/Lep

2172348 nternet_address

192.168.45.2:bootps* (67/udp)

182.168.45.11:domain® (53/udp), kerberos* (88/tcp), epmap®
(135/tcp), netbios-ns* (137/udg). netbios-dgm* (138/udp). 192.168.45.1:Destination_Unreachable (3/icmp), netbios-ns*

2:8d VMware, Ing Unreach

nethios-ssn® (138/tcp), Idap* (389/tcp), Idap® (389/udp), (137/udp), netbios-ssn* (139/tcp), microsoft-ds* (445/tcp)

Done 2024/12/02 17:06:50 192.168.45.20 00:0¢:29:c2:25:19 VMuware, Inc microsoft-ds* (445/tep), (49667 /tep) 192.168.45.17:netbios-ns* (137/udp), netbios-ssn* (139/tcp), WINT-CLIENT-01 Windows 7
192.168.45.255:netbins-ns* (137/udp), netbios-dgm* (138/udp) micrasoft-ds* (445/tcp)
192.168,100.13L:http* (80/1cp), netbios-ns* (137/udp) 192.168.100.131:Destination_Unreachable (3/icmp)
224.0.0.2524Imnr* (5355/udp)
239.255.255.250:s5dp* (1900/udp)
255.256.255.255:bootps" (67/udp)

a5 192.168.153.1 M0 29cldd be VMware, Inc 2.168.153.254:Destination_Unreachable (3 /icmy

1 4 WO 25-de-24:00 Viware. Inc mtermet_addressivdldomain® [53/udp

n_Unreachable (3ficmg

Viware, Inc

Panasonic Corporation AVC 192.168.100.254:http-alt* (8080/tcp)
70:58:12:23:c4:33 CF-§10%02 Windows 7
Networks Company 182.168.100.255:netbios-dgm* (138/udp)

Done 2024/12/02 16:13:43 192.168.100.1

231

Done 2024/12/02 16:11:41

168.1.37 08:00:27:fb:dezcB PCS Systemtechnik GmbH 192.168.1.255:nethios-dgm* (138/udp) SNG-WINNT4 WindowsNT 4.0

Dane 2024/12/02 16:11:41 192.168.1.37 08:00:27:fb:de:cB PCS Systemtechnik GmbH 192.168.1.255:nethios-dgm* (138/udp) SNG-WINNT4 WindowsNT 4.0

VMware. Inc tep), rfb® (5300/tcp)

Done 2024/12/02 16:11:41 192.168.1.37 08:00:27:fb:dec8 PCS Systemtechnik GmbH 192.168.1.255:netbios-dgm* (138/udp) SNG-WINNT4 WindowsNT 4.0

Dane 2024/12/02 16:11:41 192.168.1.37 08:00:27:fb:dezc8 PCS Systemtechnik GmbH 192.168.1.255:nethios-dgm* (138/udp) SNG-WINNT4 WindowsNT 4.0

Done 2024/12/02 16:11:41 192.168.1.35 08:00:27:69:d0:0a PCS Systemtechnik GmbH 192.168.1.255:nethios-dgm* (138/udp) SNG-WIN2K Windows 2000

Dane 2024/12/02 16:11:41 192.168.1.35 08:00:27:69:d0:0a PCS Systemtechnik GmbH 192.168.1.255:nethios-dgm* (138/udp) SNG-WIN2K Windows 2000

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 9



Detection -Early Identification of Anomalies-

In the event of anomalies like malware infections, detecting their behavior (such as unexpected communications or
changes in traffic volume) and sending alert notifications can help customers take prompt action and minimize the
Impact.

©) décomo Business

« Automatically learn communication data
within the network

Learn the traffic volume for each host pair

during regular operations

« Quickly detect unknown communications
without missing any

Automatically calculate thresholds for
different time periods

Detection of Unusual IP Traffic

‘ Detection of Unusual IP Communication

Detection Alert o

ion @
) Detection Date and -+ Source IP Address@ Sou Destination IP Addres-- Destination Port@ Protocol
#1: 1970/01/01 09:00:( #: 192.0.2.1 v f:192.0.2.1
2025/02/13 16:58:43 100.121.126.96 25421 10.64.15.51 1812 udp
2025/02/13 16:54:16 100.121.126.96 25421 10.64.15.51 1812 udp
2025/02/13 16:49:42 100.121.126.96 25421 10.64.15.51 1812 udp o)
] 2025/02/13 16:45:16 100.121.126.96 25421 10.64.15.51 1812 udp
O 2025/02/13 16:40:42 100.121.126.96 25421 10.64.15.51 1812 udp
2025/02/13 16:36:16 100.121.126.96 25421 10.64.15.51 1812 udp -
2025/02/13 16:31:42 100.121.126.96 25421 10.64.15.51 1812 udp h
I|
O 2025/02/13 16:27:16 100.121.126.96 25421 10.64.15.51 1812 udp
2025/02/13 16:22:43 100.121.126.96 25421 10.64.15.51 1812 udp =\ "
tp"- { - . .:l-
2025/02/13 16:18:17 100.121.126.96 25421 10.64.15.51 1812 udp
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10



Detection -Early Identification of Anomalies-

By detecting and sending alerts for communications that match known high-risk patterns, we can help customers

take prompt action and minimize the impact.

Detect OT commands that affect the system

Commands and hosts targeted for detection
can be customized

Detection of OT Behavior

Detection Alert o
s @ bobosts @ IPCommunication @ IPTraflc @ 1P Statistics @ OT Behavior (P) @ OT B nemetl @ Surkats @
+In Learning & Detection Pracess

Add to detection exclusion list @

Daleta all alerts - csv

Detection Date and Time Source IP Address Source Port Destination IP Address Destination Port Protacol 0T Pratocol Function
Example: 1970/01/01 09:00:00 Example: 192.168.2.0/24 ~ | Example: 192.168.2.0/24 ~ v v ~
2024/12/02 19:50:33 17216134128 61450 172.16.134.255 61450 udp cclink_ie_field_basic cyclicDataReq cyclic
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-slaveConfig
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-networkConfigTsit
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp colink_ie_tsn simp-networkConfighain
Done 2024/12/02 17:15:56 19216831 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-cyclicConfigRevSrelnfo
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_ie_tsn simp-cyclicConfigRevSubPayload
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp colink_ie_tsn simp-cyclicConfigTrnSubPayload
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.263 45238 udp celink_ie_tsn simp-cyclicConfigMain
Done 2024/12/02 17:15:56 192.168.3.1 45238 192.168.3.253 45238 udp cclink_ie_tsn smp-notification
Done 2024/12/02 17:15:56 192.168.3.253 45238 192.168.3.255 45238 udp celink_ie_tsn simp-notification

Showing 110 10 of 10 rows

©) décomo Business

Detect commmunications that match known

attack patterns

Detection of Signhature

Detection Alert o

It (20 dewHosts @ Vulnerable

I Add to detection exclusion list @ |

Detection Date and Time

2023/12/12 08:54:46

2023/12/12 08:54:46

O 2023/12/12 08:54:46

Showing 1to 3 of 3 rows

Source IP Address

aacaa;

[ G I s s s

Source Port

20572

20656

19670

Destination P Address

192.168.145.254

192.168.146.254

192.168.138.254

Destination

3394

5647

3039

Protocol

mmunication @ Suricata i

Suricata

ET SCAN M5 Terminal Server Traffic on

Mon-standard Port

ET SCAN MS Terminal Server Traffic on
Mon-standard Port

ET SCAN MS Terminal Server Traffic on

Mon-standard Port

Delete all alerts

Threat Category

Attempted Information Leak

Attempted Information Leak

Attempted Information Leak

Severity
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Register Integration -Streamlined Host Management & Alert Response- ® d5como Business

By importing register data from existing host management software, it can be integrated with various OsecT
functions, helping streamline operations such as host management and detection of suspicious hosts.

Integrate register data with Connected Host
Detection function

Integrate host register information with Host
Overview/Network Map

Display additional information such as host Displa_y_register presence on t_he Alert UI
Set conditions for email notifications based on

installation locations and dates _ _ ' .
host registration status in the register
‘Integrate with Connected Hosts Detection

‘ Integrate with Host Overview/Network Map

Detection Alert o

#ee IPv4 Addresses IPv6 A--+ MAC Address Vendor oS First Seen Last Seen Register
All New Hosts @ Vulnerable Hosts @ IP Communication @ IP Traffic @ IP Statistics @ OT Behavior (IP) @ OT Behavior (Ethernet) @ Suricata @
) ] 2025-02-12 2025-02-12 ) ¥In Learning & Detection Process
i(h 10.0.0.100 b8:31:b5:36:86:95 Microsoft Corporation Registered )
21:28:05 21:59:57 Register to learned list @ Delete all alerts 4, CSV
o (J  Registration Details Detection Date and Time IP Address MAC Address Vendor Destination IP Address : Ser--- Source IP Address : Service (-
IP Version I vvvvvv
2 192.168.0.100 bé l vi M SME = ~  Example: 1970/01/01 Example: 192.0.2. Example: 00:00:5e ~ | Example: https* (443/udp) Example: https* (443/udp)
Service Type .Emanza;t address/Multicast addressgl)
il **=Unresponsive Server Notification Settings
Source (IP address, network address) ] Unregistered 2024/12/02 09:05:06 172.16.134.128 00:0c¢:29:5f:70:ce
Showing 1 to 2 of 2 rows N
Excuson St
dO.QﬂT
Destination (IP address, network addres:
vvvvvv
All
Excusion s
nnnnnnnnnnnnnnnn
Inerable otify All
IP Communication Notify All
P Traff Notify All

,,,,,,,

12
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Assessment ® docomo Business

With just a single button, a visualization report of assets and risks connected to the network can be generated. The
focused report helps prioritize actions for strengthening and enhancing security measures and improving response
capabilities in case of an emergency.

Generate reports with just a single click Output in an editable PowerPoint format

List hosts and those with unsupported OS Visualize traffic volume, plaintext
versions communication, RDP communication, etc.

Assessment ‘ Assessment Report File

(&) osect assessment_report.pptx
Assessment Report o 2. List of detected hosts diems
Pashboard Report Download A total of 255 hosts were detected on the network
Visualization A, pptx The report dis™ R " o docomo
o T ?ﬁiched ixce 9, List of hosts using VNC and RDP dése
Network Map SECUEIrtey II§Isakr;y . L
S —_— It is recomme 3 hosts using VNC and RDP were detected. Hosts utilizing
necessity. If tt VNC or RDP may accept remote connections from external
Ranking them through sources. dd ooooo
OT Protocol fany hostth  Hosts usi 9. List of hosts usmg VNC and RDP (1/ 1) bosiness
Register reasons may : (Remote s Connected Service First Seen
. The commuL ConnectK 10.62.200.21 :ea:71:38:7d: a:71) & ot
pomt The serv .10 62.200.64 86tea:71:38:7d:7g  Unregistered(Bbie T ) g r)n:e::tﬂs
Detection Alert * No commur Server' re | o B Y pr— .E(mm?:,j:,m_
« Other reasc RDP! pleE 1062.200.15 Boieai71i3g7gi7g UNreOSiered(Be e :sgjrngu(ggi;ic:)m
using the
is conduc

System Settings
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